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Background

» The preliminary report w

» At the 6th ISO/IEC JTC 1/WG 10 Meeting, 5-9 Sep 2016
Korea, ISO/IEC JTC 1/WG 10 approved the re-establishment of the
SRG 7 on Cyber Physical Systems (CPS) for |oT.

» The report was on 17 Jan

» At the 7th ISO/IEC JTC 1/WG 10 Meeting, 15-17 February 20174
Santa Clara, USA, ISO/IEC JTC 1/WG 10 approved the re-
establishment of the Subgroup Rapporteur Group (SRG) #on
Cyber Physical Systems (CPS) for Real-Time loT



What is CPS

» An engineering
deeply embeds

>
Computing
>

Physical World

>

» Into the physical system,
perceives and controls the
physical process through
computing process,

seamlessly combining
space and
world.



The first CPS summit




CPS Is Real-Time loT

» CPS is the core o
» CPS is loT.

» Indusiry 4.0 (14.0) is loT

» CPPS is the core of 14.0.
» CPS is loT.



What is a real-fime system

» |ts correctness depenc
the timeliness of its actions.

» Hard real-time systems

» If timing requirements would be violated, the results could be
catastrophic.



What is a real-fime system

» Confusing terms:
» deterministic vs predictability
» timeliness vs real-fime

» reliability



NWIP: The real-Time loT framework (1/4)
- feedback control

Related information
resources

» Conftrol is covered in
the loT architecture,
while it is the key
component in a real-
time loT system.

Feedback Loop

Target physical
object

Cyberspace »  Actuator -

Sensor -

Operatfing mechanism of the re% loT system



NWIP: The real-Time |loT framework (2/4)
- System of systems

SCD Node g

S




NWIP: The real-Time loT framework (3/4)
- Real-time

» Reql-

» Real-fime Communication

» Real-fime Control




NWIP: The real-Time |loT framework (4/4)
— Safety and Security

» The failure of a real-tfime system could




Other standardization opportunities

» NWIP: Red
» NWIP: Deterministic network.

» NWIP: Real-time wireless sensor network.




Real-time |oT system metrics

» Device Interactio .

» Field Storage

» Interface Complexity
» Physical Requirements
» Development

» Services




WHY REAL-TIME IOT SYSTEM<



Computer System vs Real-Time system

Application

Time
ON

Hardware



loT System vs Real-Time |oT system

Contro
System of systems
Real-time

Safety & Security



Why not just the term CPS¢

» CPS is perc
industry, literature

» CPS is called CPPS in 14.0
» Real-tfime |loT covers a broader range than CPS does




The consequence of no
Real-Time Infernet

» Anxiety of loT u
» No real-fime support by the Internet: Net-Netl

» Hard to add Real-time support as an afterthought: QoS, GENI




Quote from the 2006 first CPS meeting

like for the lo

» Our answer: Real-fime loT




